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TL;DR

Regulatory compliance across the Asia-Pacific region is shifting from reactive post-incident reporting to
aggressive, prevention-first regimes backed by massive global revenue-based fines. South Korea is formalizing
strict corporate governance mandates and escalating penalties, while Vietnam is advancing its fourth major
data statute in two years to lock down cross-border transfers of critical national data [South Korea
Promulgates Sweeping PIPA Amendments, Vietnam's Draft Law on Data Security].

South Korea's Prevention-Focused Governance and Revenue-Based Penalties

South Korea is shifting its enforcement paradigm to penalize compliance failures before breaches occur,
backing the strategy with massive revenue-tied fines.

"The plan outlines three strategic directions designed to incentivize substantive risk management and
voluntary investment in data protection” — Shin & Kim ICT Group Legal Update

This transition means multinational corporations can no longer treat privacy as a reactive IT issue, as
board-level sign-offs and severe revenue-based penalties force data governance directly into the C-suite
[South Korea Promulgates Sweeping PIPA Amendments]. By tying administrative fines to up to 10% of total
annual revenue, regulators are ensuring that compliance failures carry existential financial risks.

What to watch: Watch how the Personal Information Protection Commission (PIPC) assesses "likelihood of
compromise" under the expanded 72-hour breach notification rule when the amendments take effect on
September 11, 2026 [South Korea Promulgates Sweeping PIPA Amendments].

Vietnam's Multi-Layered Data Sovereignty and Cross-Border Prohibitions

Vietnam is rapidly building a highly restrictive, multi-layered data sovereignty framework that prioritizes state
security control over commercial data flows.

"The proposed legislation introduces severe cross-border data export prohibitions and establishes a massive
revenue-based penalty framework, placing multinational cloud providers, e-commerce platforms, and
financial institutions on notice.”" — [Vietnam's Draft Law on Data Security]

By layering a fourth data statute in two years, Vietnam is creating a compliance maze where foreign firms
must navigate overlapping Ministry of Public Security approvals or risk fines tied directly to global revenue
[Vietham's Draft Law on Data Security]. This aggressive regulatory duplication threatens to severely disrupt
the operations of global tech firms relying on seamless cross-border data flows.

What to watch: Watch whether the National Assembly votes to pass the proposed Law on Data Security in its
upcoming October 2026 session.



What surprised us

» The aggressive scope of South Korea's breach definition: The PIPC is expanding notifications
beyond standard data leaks to include "forgery, alteration, or damage" of personal data, meaning
internal data integrity issues could trigger the same regulatory alarm as an external cyberattack [South
Korea Promulgates Sweeping PIPA Amendments].

 Vietnam's massive global revenue exposure: Under the draft Law on Data Security, serious
violations involving "important" and "core" data can trigger administrative fines calculated as up to 5% of
a company's total revenue, explicitly targeting global turnover rather than just local operations
[Vietham's Draft Law on Data Security].

» The 10x penalty multiplier for unauthorized data sales: Under Vietnam's proposed cybersecurity
and personal data protection penalty decree, unauthorized buying or selling of personal data carries a
fine equal to ten times the amount derived from the violation, creating an incredibly punitive deterrent
[Vietnam's Draft Law on Data Security].

Open threads worth a vote

* Vietnam National Assembly Vote on Draft Law on Data Security



Appendix: Findings
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South Korea Promulgates Sweeping PIPA
Amendments: 10% Revenue Fines, CEO Liability,
and Fine Calculation Overhaul

South Korea is finalizing a dramatic escalation of its data protection and cybersecurity enforcement.
Following the promulgation of the sweeping amendments to the Personal Information Protection Act
(PIPA) enacted in early 2026, the Personal Information Protection Commission (PIPC) has outlined
a comprehensive transition plan and proposed key amendments to the PIPA Enforcement Decree.
These changes, which primarily take effect on September 11, 2026, shift the regulatory framework
from a "post-incident, penalty-centric" model to a proactive "pre-incident prevention and
management" system, significantly raising the financial and governance risks for multinational
companies operating in the country.

The Shift to a "Prevention-Focused' Management System

On May 12, 2026, the PIPC officially reported its "Transition Plan toward a Prevention-Focused
Personal Information Management System™ to the Cabinet. The plan outlines three strategic
directions designed to incentivize substantive risk management and voluntary investment in data
protection:



1. Escalated Sanctions for Serious/Repeated Violations:

* Punitive Penalty Surcharge: In cases of intentional or gross negligence for repeated
violations within three years, or serious incidents affecting 10 million or more individuals,
PIPA authorizes administrative fines of up to 10% of total annual revenue (up from the
previous 3% cap).

» Revenue Calculation Overhaul (Effective May 19, 2026): In a critical shift, the basis for
calculating the penalty surcharge is determined by the higher of the preceding year's
revenue or the 3-year average, replacing the previous standard of a flat three-year

average. This significantly increases potential fine sizes for rapidly growing technology and
platform companies.

2. Mandatory Board-Level Governance and CEO Liability:

« Ultimate CEO Responsibility: Under the new Article 30-3 of PIPA, the representative
director (or business owner) is explicitly designated as the "ultimate person responsible for
the processing and protection of personal information."

« CPO Appointment and Board Approval: Organizations meeting specific
thresholds—specifically those processing data for over 1 million individuals with annual
revenues exceeding KRW 180 billion (affecting approximately 700 companies)—must
appoint a Chief Privacy Officer (CPO) with prescribed qualifications and experience. The
appointment, replacement, or dismissal of the CPO must obtain board of directors approval

and be formally reported to the PIPC. Failure to do so carries a fine of up to KRW 30
million.

3. Incentives for Proactive Compliance:
« To encourage voluntary compliance, the PIPC will offer reductions in penalty surcharges for

companies demonstrating qualifying investments in privacy safeguards. Key considerations
include:

» Cybersecurity Investment: Exceeding industry averages (e.g., 9.6% for finance, 6%
for ICT).

- Safety Management: Operating dedicated teams, continuous risk management, and
rapid recovery capabilities.

« Technical Safeguards: Implementing encryption, multi-factor authentication (MFA), and
vulnerability disclosure programs (VDP/CVD).

Key Compliance Realities for September 2026

Compliance teams must prepare for several high-impact operational changes taking effect on
September 11, 2026:



+ Shifted Burden of Proof & Statutory Damages: In data breach disputes, the burden of proof
regarding intent or negligence shifts entirely to the corporation. A statutory damages system
capped at KRW 3 million per affected individual is also implemented.

« Expanded Breach Notification Scope: Data controllers must notify data subjects within 72
hours of discovering a breach. The definition of a breach is expanded from "lost, stolen, or
leaked" data to include "forgery, alteration, or damage" of personal data. Crucially, controllers
are now obligated to notify subjects even before a breach has been conclusively confirmed if
there is a high likelihood of compromise.

* ISMS-P Tiered Certification (July 1, 2027): The Personal Information Safety Management
System (ISMS-P) certification will be restructured into tiered levels (basic, standard, and
enhanced). Compliance becomes mandatory for key public and private data processors starting
July 1, 2027, with the PIPC actively considering the revocation of certification for serious
violations.

» Cross-Border Impact Assessments: The PIPC is developing a legal framework to mandate
personal information impact assessments specifically for large-scale cross-border data
transfers, adding another layer of friction to global data flows.

Sources
» PIPC Announces “Transition Plan toward a Prevention-Focused Personal Information Management System”
» South Korea: PIPC announces draft amendment to PIPA Enforcement Decree to prevent personal data
leaks
+ Data protection laws in South Korea
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Vietnam's Draft Law on Data Security: Ministry of
Justice Assesses Fourth Data Statute in 24 Months

Vietnam's data governance architecture is rapidly expanding into one of the most complex and
restrictive in the Asia-Pacific region. On July 14, 2026, Vietnam’s Ministry of Justice (MoJ) released
its formal assessment of the draft Law on Data Security, marking the fourth major data-related
statute Hanoi has advanced in roughly 24 months. Drafted by the Ministry of Public Security
(MPS), the bill is open for public consultation until August 5, 2026, and is scheduled for submission
and a vote at the National Assembly's October 2026 session.

This proposed legislation introduces severe cross-border data export prohibitions and establishes a
massive revenue-based penalty framework, placing multinational cloud providers, e-commerce
platforms, and financial institutions on notice.

The Four-Layered Data Law Stack (2024-2026)

If passed, the Law on Data Security will add a fourth statutory layer to Vietnam's already
demanding data governance architecture, which currently consists of:



1. The Personal Data Protection Law (PDPL - Law No. 91/2025/QH15): Passed on June 26,
2025, and effective January 1, 2026, establishing the core personal data protection framework,
cross-border transfer impact assessments (CBTIAs), and MPS supervision.

2. The Cybersecurity Law No. 116/2025/QH15: Effective July 1, 2026, consolidating
cybersecurity requirements, expanding MPS investigative powers, and mandating local
presence and data localization under specific triggers.

3. The Data Law: Governing national data infrastructure, public databases, and government data
sharing.

4. The Draft Law on Data Security: Focused on classifying non-personal and national data
assets into a multi-tiered security framework and regulating their physical and cross-border
protection.

The Ministry of Justice's assessment explicitly flagged concerns regarding legal overlap, noting that
the draft risks duplicating obligations already established under the PDPL's CBTIA mechanism, the
Cybersecurity Law's localization mandates, and the Data Law's impact assessment processes.

Key Provisions: Core Data Export Ban & MPS Gatekeeping

The draft Law on Data Security establishes a highly restrictive gatekeeping mechanism for
outbound data flows:

« Complete Ban on "Core" Data Exports: The draft completely prohibits the cross-border
export of so-called "core" data (critical national data, state secrets, and high-level national
security information) outside Vietnam's borders.

« MPS Approval for "Important” Data: Moving "important" data or large volumes of personal
data outside the country is subject to prior approval from the Ministry of Public Security. This
places foreign companies on the wrong side of an MPS approval gate before any operational
data can leave Vietnam.

Severe Revenue-Based Penalty Framework

To enforce these strict data classifications, the MPS has proposed a highly punitive administrative
fine structure:



* Up to 5% Revenue Fines for Data Security Breaches: The draft Law on Data Security
proposes maximum fines of up to 5% of total revenue in the preceding financial year for
serious violations involving the protection of "important" and "core" data.

 Global Revenue Applicability: Crucially, for multinational corporations, the fine may be
calculated based on global revenue, capped at 5%, exposing global tech firms to massive
financial liabilities.

» Buying or Selling Personal Data: Under the parallel Draft Decree on Administrative
Penalties in Cybersecurity and Personal Data Protection (released March 16, 2026),
unauthorized buying or selling of personal data carries a fine equal to 10x the amount derived
from the violation.

» Cross-Border Transfer Violations: Under the March 2026 draft decree, violating cross-border
transfer regulations under the PDPL triggers a fine of 5% of the organization's prior fiscal
year total turnover in Vietham (with a fixed minimum fine of VND 3 billion where no turnover
exists).

» Massive Breach Multipliers: The draft penalty decree introduces multipliers for unauthorized
disclosure, loss, or transfer of personal data:

+ 100,000 to <1,000,000 data subjects: 2x the base fine.

+ 1,000,000 to <5,000,000 data subjects: 5x the base fine.

+ 5,000,000 or more data subjects: 5% of prior fiscal year total turnover.

 Repeat violations of PDP regulations in advertising or data collection trigger a 5%
turnover fine from the second violation onward.

Compliance Recommendations

With the public consultation closing on August 5, 2026, and the National Assembly vote scheduled
for October 2026, compliance teams must act immediately:

1. Map and Classify Data: Audit local data holdings to identify potential "core" or "important” data
categories subject to export bans or MPS approval.

2. Engage in Advocacy: Utilize the remaining window before the October session to participate in
public feedback channels and industry group advocacy, emphasizing the need to deconflict the
draft with existing PDPL and Cybersecurity Law mechanisms.

3. Establish Local Safeguards: Prepare local storage and processing redundancies in Vietnam
to align with potential localization requirements should outbound transfers be blocked or
delayed by the MPS.

Sources
* Vietnam Adds Fourth Data Law, Banning Export of Core Data Before October Vote
 Data security breaches could cost firms 5% of annual revenue
* Vietnam Draft Decree on administrative penalties in cybersecurity & personal data protection 2026
+ Vietnam Bans Core Data Exports in Fourth Data Law: Security Ministry Controls Transfers



